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1
Decision/action requested

This contribution proposes a new KI for TR 33.854.
2
References

[1]
3GPP TS 22.125: " Unmanned Aerial System (UAS) support in 3GPP; Stage 1".
[2]
3GPP TR 23.754: " Study on supporting Unmanned Aerial Systems (UAS) connectivity, Identification and tracking".
[3]
3GPP TS 23.755: " Study on application layer support for Unmanned Aerial Systems (UAS)".
[4]
SP-200352: Study on security aspects of Unmanned Aerial Systems (UAS) FS_UAS_SEC
3
Rationale

TR 22.125 [1] in Clause 5.1
General has the following requirements:

[R-5.1-001] The 3GPP system should enable UTM to associate the UAV and UAV controller, identify them as a UAS..
Identification and association of UAV and UAV-C as a single UAS is important for UAV security and privacy. The 3GPP system should enable such pairing by the USS/UTM , e.g., for the duration of the UAS mission. 

TR 23.754 [2] clause 4.2, has the following architectural assumptions:

For networked UAV controllers and non-networked UAV controllers, pairing between the UAV and the UAV controller for the use of UAV3 or UAV5 may be at least authorized, or even authenticated. The pairing authorization/authentication, when performed, is authorized by the USS/UTM, not by the 3GPP system. The 3GPP system enables such authorization process. The result of such authorization/authentication are made known to the MNO in order to enable the USS/UTM to enable the connectivity between the UAV and the UAV controller.

4
Detailed proposal

It is proposed to approve the following changes for inclusion in UAS SEC TR 33.854. Note that all text is new







***
BEGIN OF CHANGES
***

X
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
X.l
Key Issue #l: UAV and UAC-C pairing authorization
X.l.1
Key issue details 

TR 22.125 [1] in clause 5.1,
General has the following requirements:

[R-5.1-001] The 3GPP system should enable UTM to associate the UAV and UAV controller, identify them as a UAS..
TR 23.754 [2] clause 4.2, has the following architectural assumptions:

For networked UAV controllers and non-networked UAV controllers, pairing between the UAV and the UAV controller for the use of UAV3 or UAV5 may be at least authorized, or even authenticated. The pairing authorization/authentication, when performed, is authorized by the USS/UTM, not by the 3GPP system. The 3GPP system enables such authorization process. The result of such authorization/authentication are made known to the MNO in order to enable the USS/UTM to enable the connectivity between the UAV and the UAV controller.
Identification and association of UAV and UAV-C as a single UAS is important for UAV security and privacy. The 3GPP system should enable enable such pairing by the UTM/USS, e.g., for the duration of the UAS mission. 
X.l.2
Security threats

If UAV and UAV-C pairing is not authorized by UTM/USS or if the 3GPP system is not made aware of such pairing, an attacker may use a substitute UAV-C to take control of a UAV, hijack a UAV mission, leading to a potential cyber-physical or kinetic attack. 
X.l.3
Potential security requirements

3GPP system shall enable UAV and UAV-C pairing authentication and authorization by USS/UTM. 

The 3GPP system shall enable UTM/USS to provide the 3GPP system with the outcome of the UAV and UAV-C pairing authentication and authorization.
The 3GPP system shall enable connectivity for UAS operations between a UAV and UAV-C based on UAV and UAV-C pairing authorization.
***
END OF CHANGES
***



